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INFORMATION TECHNOLOGY CAREER OPTIONS

What kind of job can | get when | graduate? A good question! In order to answer that, the Department
of Information Technology and Management in the College of Computing at lllinois Institute of
Technology in Chicago, lllinois has collected a large number of actual Information Technology job
titles and have categorized them by degree program concentrations to show you the kind of jobs you

may be qualified for when you graduate.

System & Network Administration | Internet & Web Development | Application Development |Cybersecurity |
Possible Job Outcomes for All Graduates | Links to job description resources | Web version of this page |

System & Network Administration

Cisco Network Engineer
¢ Cloud Architect
e Cloud Engineer
e Computer Operations Technician
e Computer System Specialist
e Computer Technologist
e Data Center Technician
e Hardware Installation Coordinator
e Help Desk Analyst
¢ Help Desk Coordinator
e Help Desk Specialist
e Help Desk Technician
¢ Information System Specialist
¢ Information Systems Administrator
¢ Information Systems Operator
¢ Information Systems Technician
¢ Installation Coordinator
¢ [T Administrator
e Manager Help Desk Support
¢ Network Administrator
¢ Network Analyst
¢ Network Consultant
¢ Network Control Analyst
¢ Network Control Analyst Assistant
¢ Network Engineer
¢ Network Manager
¢ Network Operations Analyst

www.itm.iit.edu/data/itjobroles.html

Network Specialist

Network Support Technician
Network Technician

Network Transport Administrator
Networking Specialist

NOC Engineer

NOC Technician

Operations Support Technician
Systems Administrator

Systems Consultant

Systems Coordinator

Technical Support Call Center Support
Representative

Technical Support Content Manager
Technical Support Representative
Technical Support Specialist
Technology Analyst
Telecommunications Network
Technician

TesterSystems Administrator
TesterSystems Analyst

User Support Specialist

VMware Engineer

VolP Network Engineer

VP of Engineering

Windows Administrator
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Internet & Web Development

Android Developer
AngularJS Developer
ASP.NET Developer
Digital Media Designer
Digital Media Specialist
E-Commerce Programmer

Electronic Transactions Implementer

Full Stack Developer

Full Stack Engineer

HTML Developer

Internet Analyst

Internet Application Developer
Internet Database Specialist
Internet E-Commerce Specialist
Internet Network Specialist
Internet Site Designer

Internet Systems Administrator
iOS Developer

JavaScript Developer

jQuery Developer

Mobile Applications Developer
Mobile Device Developer
Network Administrator

Network Analyst

Network Control Analyst
Network Control Analyst Assistant
Network Engineer

Network Manager

Network Operations Analyst
Network Operations Specialist
Network Specialist

Network Support Technician
Network Transport Administrator
Node.js Developer
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PHP Developer

React.js Developer

Ruby on Rails Developer
SharePoint Administrator
SharePoint Developer

SOA Developer

Streaming Media Specialist
Telecommunications Network
Technician

Web Administrator

Web Analyst

Web Application Developer
Web Back-end Developer
Web Consultant

Web Designer

Web Developer

Web Development Manager
Web Front-end Developer
Web Infrastructure Developer
Web Page Developer

Web Producer

Web Project Manager

Web Publishing Coordinator
Web Security Manager
Web Site Designer

Web Site Developer

Web Specialist

Web Technician

Webmaster

Webmaster Analyst
Website Manager
Websphere Administrator
WordPress Developer

XML Developer
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Application Development

¢ Analytics Manager

o Application Architect

¢ Application Customer Service
Representative

¢ Application Developer

¢ Application Integrator

e Application Manager

¢ Application Support Engineer

e Applications Engineer

e Applications Systems Architect

e Business Application Developer

e Big Data Engineer

¢ Blockchain Developer

e C Developer

e C++ Developer

¢ Chief Data Officer

e Computer Programmer

e Data Administrator

e Data Analyst

o Data Architect

e Data Coordinator

e Data Engineer

o Data Management Associate

e Data Manager

e Data Modeler

e Data Quality Analyst

¢ Data Scientist

e Data Specialist

e Data Systems Manager

e Data Warehouse Programmer

o Database Administration Associate

o Database Administrator

e Database Analyst

o Database Developer

o Database Engineer

e Database Manager

o Database Security Expert

o Database Specialist

o Database Technician

o Datastage Developer

e Embedded Software Engineer

e Game Developer

www.itm.iit.edu/data/itjobroles.html

Hadoop Developer

Java Architect

Java Developer

Java Software Engineer
Java Technical Lead
Oracle Database Administrator
Programmer
Programmer/Analyst
Python Developer

QA Automation Engineer
QA Tester

Senior Consultant

Senior Data Scientist
Senior Developer

Senior Network Engineer
Senior Software Developer
Senior Software Engineer
Senior Software Manager
Senior Web Developer
SEO Analyst

SEO Manager

SEO Specialist

Software Applications Quality
Assurance Specialist
Software Application Support Specialist
Software Architect
Software Developer
Software Engineer
Software Project Manager
Software Quality Assurance Specialist
Software Test Engineer
Software Tester

Systems Analyst

Systems Programmer

Ul Developer

Ul Engineer

Ul UX Designer

UI/UX Architect

UX Designer

Video Game Developer
Video Game Tester
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e Application Security Administrator

e Applications Security Analyst

¢ Artificial Intelligence Security Specialist

e Automotive Security Engineer

¢ Blockchain Developer / Engineer

e Blue Team Member

e Bug Bounty Hunter

o Certified Ethical Hacker

e Chief Information Security Officer
(CISO) (Executive Cyber Leadership)

e Chief Security Officer (CSO) (Executive
Cyber Leadership)

¢ Cloud Security Architect

e Communications Security (COMSEC)
Manager

e Counterespionage analyst

e Cryptanalyst

e Cryptographer

e Cyber Crime Investigator

e Cyber Defense Analyst

e Cyber Defense Forensics Analyst

e Cyber Defense Incident Responder

e Cyber Defense Infrastructure Support
Specialist

e Cyber Instructional Curriculum
Developer

¢ Cyber Instructor

e Cyber Insurance Policy Specialist

e Cyber Intel Planner

e Cyber Intelligence Specialist

e Cyber Legal Advisor

e Cyber Operations Specialist

e Cyber Operator

e Cyber Ops Planner

e Cyber Policy and Strategy Planner

e Cyber Workforce Developer and
Manager

e Cybercrime Investigator

e Cybersecurity All Source-Collection
Manager

e Cybersecurity All Source-Collection
Requirements Manager

www.itm.iit.edu/data/itjobroles.html

Data Recovery Specialist

Data Security Administrator

Data Security Analyst

Digital Forensics Analyst

Disaster Recovery Specialist

Ethical / White Hat Hacker
Governance Compliance & Risk (GRC)
Manager

[loT (Industrial Internet of Things)
Security Specialist

IT Investment/Portfolio Manager

IT Program Auditor

IT Security Architect

Incident Responder

Information Assurance Analyst
Information Security Administrator
Information Security Analyst
Information Security Director
Information Security Engineer
Information Security Officer
Information Security Vice President
Information Systems Security
Developer

Information Systems Security Manager
Intrusion Detection Analyst

loT (Internet of Things) Security
Specialist

Knowledge Manager

Law Enforcement/Counterintelligence
Forensics Analyst

Malware Analyst

Mission Assessment Specialist
Mobile Security Engineer

Network Security Administrator
Network Security Analyst

Network Security Systems Analyst
PKI (Public Key Infrastructure) Analyst
Penetration Tester (Pen-Tester)
Privacy Officer/Privacy Compliance
Manager

Red Team Member

Research & Development Specialist
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Cybersecurity All-Source Analyst
Cybersecurity Analyst

Cybersecurity Engineer
Cybersecurity Exploitation Analyst
Cybersecurity Hardware Engineer
Cybersecurity Lawyer

Cybersecurity Multi-Disciplined
Language Analyst

Cybersecurity Partner Integration
Planner

Cybersecurity Scrum Master
Cybersecurity Software Developer /
Engineer

Cybersecurity Target Developer
Cybersecurity Target Network Analyst
Cybersecurity Threat/Warning Analyst
Data Privacy Officer
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SCADA (Supervisory control and data
acquisition) Security Analyst

Security Administrator

Security Analyst

Security Architect

Security Auditor

Security Awareness Training Specialist
Security Operations Center (SOC)
Analyst

Security Operations Center (SOC)
Manager

Source Code Auditor

Systems Security Analyst

Threat Hunter

Virus Technician

Vulnerability Assessment Analyst
Vulnerability Assessor

For details of cybersecurity job roles, also see NIST SP 800-181 NICE Cybersecurity
Workforce Framework.

www.itm.iit.edu/data/itjobroles.html
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Possible Job Outcomes for All Graduates

Business Analyst

Business Technology Consultant
Business Systems Analyst

Chief Information Officer

Chief Technology Officer

Client Service Representative
Clinical Analyst

Computer Analyst

Computer Engineer

Computer Equipment/Network Analyst
Computer Operator

Computer Systems Analyst
Computer Technician

Customer Liaison

Customer Service Professional
Customer Service Representative
Customer Service Technician
Desktop Support Engineer
Desktop Support Technician
DevOps Architect

DevOps Developer

DevOps Engineer

Digital Designer

Digital Project Manager

EDI Analyst

Enterprise Architect

ERP Consultant

ERP Specialist

ETL Developer

Health Information Technology
Specialist

Help Desk Analyst

Help Desk Specialist

Help Desk Technician
Information Assistant

Information Technology Consultant
Information Technology Performance
Analyst

Implementation Specialist
Information Technology Manager
Infrastructure Engineer

IT Architect
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IT Support Engineer

IT Support Specialist

IT Technician

LAN Applications Support Analyst
Maintenance Technician

PC Support Specialist

PC Systems Coordinator

PC Technician

Personal Computer Specialist
Product Manager

Product Owner

Product Support Engineer
Product Support Manager
Program Manager

Sales Applications Engineer
Sales Engineer ($$$)

Sales Support Technician
Salesforce Developer

SAP Business Analyst

SAP Consultant

Scrum Master

Senior DevOps Engineer
Service Desk Analyst

Service Technician

Solution Architect

Solutions Engineer

Support Engineer

Support Specialist

Systems Analyst

Systems Developer

Systems Support Lead
Systems Support Specialist
Systems Engineer

System Testing and Evaluation
Specialist

Systems Requirements Planner
Systems/Applications Security Analyst
Tableau Developer

Technical Architect

Technical Account Manager
Technical Business Analyst
Technical Consultant
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IT Auditor

IT Business Analyst
IT Consultant

IT Director

IT Engineer

IT Project Manager
IT Specialist

IT Supervisor

IT Support Analyst
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Technical Manager

Technical Marketing Engineer
Technical Marketing Specialist
Technical Sales / Marketing
Technical Service Manager
Technical Services Specialist
Technical Support

Technical Support Analyst
Technical Support Engineer
Technical Support Specialist

Job descriptions for selected job roles can be found at
https://www.betterteam.com/information-technology-job-descriptions
https://www.modis.com/en-us/resources/salary-guide/job-descriptions/
https://www.roberthalf.com/positions-we-place/technology-roles
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